Documentation Technique Wazuh

SIEM & Protection Endpoint - Installation et Configuration - Par FB

1. Installation du Manager Wazuh

Installation du serveur central via le script automatique :

curl -sO https://packages.wazuh.com/4.7/wazuh-install.sh
# Forcage de l'installation si version Ubuntu non reconnue (-1)
sudo bash wazuh-install.sh -a -i

finished.

= 32379vnolgkDpd. 1WB4|
stal ] !

stalla 1 fin

Erreur de vérification systéme lors de l'installation sur une version récente d'Ubuntu,
corrigée avec l'option -1.
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2. Interface Dashboard & Navigation

Acces a la console Web via HTTPS et navigation vers les menus de gestion.

O & localhost/app/login?

wazuh

The Open Source Security Platform

& Usermame

& Password

Interface d'accueil Wazuh montrant I'état des agents connectés.

= (O wazuh. v | Agns

STATUS

a o
DETAILS EVOLUTION
Last 24 hours v
@ /Acitaty Active Disconnected Pending Never connected Agents coverage
@  Disconnected (0) 1 0 100.00% @
i
Pending (0)
" Last registered agent Most active agent
Never connes e DESKTOP-SFG5VAL DESKTOP-SFG5VAL
Agents (1) @ Deploynewagent G Refresh  cby Export formatted ¢
© 1di1=eee and  Search waQL
o Name 1 adaress Groupts) Operating system

001 DESKTOP-SFGSVAL

Cluster node Versior status Actions.
192.168.199.131 default £ Microsoft Windows 11 Pro 10.0.26200.8246 nodeo1 V475 ® active @ [OR0N
Rows per page: 10 v <1

Navigation dans les modules de sécurité et administration du serveur.
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3. Configuration des Regles Personnalisées

Création d'une regle de détection spécifique pour le dossier Downloads sur le client
Windows.

# Chemin : Wazuh > Server Management > Rules > Edit local_rules.xml

<group name="windows, syscheck, ">
<rule 1d="100002" level="12">
<if sid>554,550</if_sid>
<field name="file">Downloads</field>
<description>ALERTE : Fichier suspect sur Windows !</description>
</rule>

</group>

O « (] O & localhost; ‘ I ) X g o =
= (O wazuh. v | Modies a) @
Total agents Active agents Disconnected agents Pending agents Never connected agents

0 0 0 0

A No agents were added to this manager. Add agent

SECURITY INFORMATION MANAGEMENT AUDITING AND POLICY MONITORING
8[] Security events @ Integrity monitoring ll"l Policy monitoring _A/\(:l System auditing
Browse through your security alerts, identifying Alerts related to file changes, including Verify that your systems are configured according Audit users behavior, monitoring command
issues and threats in your environment. permissions, content, ownership and attributes. to your security policies baseline. execution and alerting on access to critical fles.

@ Security configuration assessment

Scan your assets as part of a configuration
assessment audit.

THREAT DETECTION AND RESPONSE REGULATORY COMPLIANCE
Vulnerabilities gg MITRE ATT&CK = PCIDSS '3 NIST800-53
Discover what applications in your environment Security events from the knowledge base of Global security standard for entities that process, National Institute of Standards and Technology
are affected by well-known vulnerabilities. adversary tactics and techniques based on real- Store or transmit payment cardholder data Special Publication 800-53 (NIST 800-53) sets
world observations quidelines for federal information systems.
—
o TsC [H1 corr
Trust Services Criteria for Security, Availability, General Data Protection Regulation (GDPR) sets
Processing Inteqrity, Confidentiality, and Privacy quidelines for processing of personal data.

Menu de gestion des régles permettant d'éditer les fichiers XML de détection.
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4. Tests et Alerting de Sécurité

Comparaison entre une alerte par défaut (niveau 5) et une alerte critique personnalisée
(niveau 12).

Time Agent Agent name Technique(s) Tactic(s) Description Level Ruie D
Apr 21,2026 @ 001 DESKTOP-SFGSVAL File added to the system. 5 554
17:30:04.597

Table JSON  Rule
@timestamp 2026-04-21T15:30:04.597Z
_id gPKpSJOBFSP-VEICKRBS
agentid 001
agentip 192.168.199.131
agent.name DESKTOP-SFGSVAL
decoder.name syscheck_new_entry
full_log File ‘c:\users\public\downloads\test_intrusion.txt' added

Mode: realtime

id 1776785404.1757936
input.type log
location syscheck
manager.name user-VMware-Virtual-Platform
rule.description File added to the system.
rule.firedtimes 3
rule.gdpr s
rule.gpg13 an
rule.groups ossec, syscheck, syscheck_entry_added, syscheck file
rule.hipaa 164.312.c.1, 164.312.c.2
rule.id 554
ruledevel 5
rule.mall false
rule.nist_800_53 SL1.7
rule.pci dss 115

Détection initiale : I'ajout d'un fichier est vu comme une alerte mineure de niveau 5.

Time & Agent Agent name Technique(s) Tactic(s) Description Level Rule 1D
o hozlanna 001 DESKTOP-SFGSVAL ALERTE CRITIQUE : Fichier suspect détecté dans les téléchargements Windows | 12 100002
17:38:53.898

Table JSON  Rule

@timestamp 2026-04-21T15:38:53.8987

Jd DPKxsJOBFSP-VEICTRFC

agentid 001

agentip 192.168.199.131

agent.name DESKTOP-SFGSVAL

decoder.name syscheck_new_entry

fulliog File 'c:\users\public\downloads\test intrusions.txt added

Mode: realtime

id 1776785033.1855428

input.type log

focation syscheck

manager.name user-VMware-Virtual-Platform

rule description ALERTE CRITIQUE : Fichier suspect détecté dans les téléchargements Windows |
rule firedtimes 2

rule.groups windows, syscheck

ruleid 100002

rulelevel 12

rule.mail true

syscheck.attrs_after ARCHIVE

syscheck.event added

syscheck.mds_after 04108Cd98100b20429800998ecTBA27e
syscheck mode realtime

syscheck mtime_after 2026-04-21T17:38:50

syscheck path cusers\public\downloads\test_intrusions.txt
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Test final réussi : Application de la régle 100002. L'alerte remonte en niveau 12
(rouge) avec la description personnalisée.
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